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Digital investigation and its impact on combating cybercrime
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Abstract :

This article examines the role of digital investigation in
combating cybercrime within Morocco’s criminal
justice system by analyzing its legal, technical, and
institutional dimensions. It highlights how digital
transformation and borderless cyber offenses
challenge traditional evidence methods, making
digital forensics essential for identifying perpetrators
and proving facts. The study discusses pretrial
investigation procedures, the powers of the
investigating judge, and key safeguards, including
legality, evidence integrity, confidentiality, defense
rights, and privacy protection. It concludes that
effective digital investigation requires updated
legislation, specialized training, forensic laboratories,
and stronger international cooperation to balance
cybersecurity needs with fair trial guarantees for all
stakeholders.

Keywords :

Digital investigation; combating cybercrime.
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