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Algorithmic Crime and the Challenges of Criminal Imputation: A Critical
Study of Smart Entities' Liability in Moroccan and Comparative Legislation
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PhD student,
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Abstract:

This study examines the complex legal and criminal challenges posed
by the rapid advancement and operational autonomy of Artificial
Intelligence (Al) systems (the "Black Box" phenomenon), evaluating
the adequacy of traditional principles of criminal liability in
addressing algorithm-driven crimes. The paper analyzes whether
smart entities possess the legal capacity required for criminal
accountability—specifically sanity, intent, and discernment—under
Article 132 of the Moroccan Penal Code. It highlights the doctrine's
debate between the conservative approach, which limits criminal
responsibility to human actors, and the modern perspective
advocating for "electronic personhood".

The study concludes that holding Al directly criminally liable is
currently unfeasible, as it conflicts with the core objectives of criminal
punishment, such as deterrence and rehabilitation. Instead, it
proposes a "Distributed Accountability Model" that allocates criminal
liability among developers, manufacturers, users, and external
hackers based on negligence and causal links, while enhancing
corporate criminal liability. The paper recommends that the
Moroccan legislature enact a specialized framework law on Al aligned
with international standards (such as the 2024 EU Al Act), amend
Article 132 and Law No. 07.03, and establish a National Authority for
Al Ethics and Governance.

Keywords :

Artificial intelligence - Intelligent systems - Criminal
liability - User - Manufacturer - Programmer
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